NGA==>

NNNNNNNN GOVERNORS ASSOCIATION

Smarter States, Smarter
Communities Learning Lab

October 17-19, 2018

National Governors Association
Center for Best Practices

#SmarterStatesNGA #WeTheStates



NGA®=

NATIONAL GOVERNORS ASS N

Welcoming Remarks

Kirk Lonbom Chief Information Officer, State of lllinois

Sue Gander Director, Environment, Energy & Transportation Division, NGA Center fo
Best Practices

Jeff McLeod Director, Homeland Security & Public Safety Division, NGA Center for
Best Practices




Office of Government
Relations

A Collective voice of
governors in
Washington D.C.

A Builds consensus on
Federal issues

A National policy focus

About NGA

Center for Best
Practices

A Comparative policy
shop for state level
efforts

A Provides governors and
staff technical
assistance and policy
guidance

Office of Managemen
Consulting & Training

A Internal management
consultants

A Training and advice for
governors, chiefs of
staff, legal counsels,
policydirectors
schedulers, spouses




2018 -2019 Technical Assistance

Power Sector Modernization

Energy Policy Institute

Grid Modernization & Energy Planning
Retreats

Global Energy Summit

Support for New Governors

Boot Camp for New
Policy Advisors

Webinars for New
Advi sor so

Governors Guide to Energy Policy

Energy Efficiency
Lead By Example Workshop

Energy Efficiency ExpertRoundtable

Energy Efficiency Roadmap for Governo

ENVIRONMENT, ENERGY & TRANSPORTATION DIVIS

Resiliency

State Resiliency Assessment & Planning
Tool and State Resilience Retreats

Grid Emergency Exercises
Resiliency Workshop
Housing Resiliency Experts Roundtable

Technical Assistance on

ernor s o Demandg y
etreat Research

rnor sao

Pblioy Merios
Consultations

Nuclear Weapons Waste

Federal Facilities Task Force Meeting

Intergovernmental Meeting

Governors Guide to Nuclear Weapons
Waste Clean up

Smarter States,
Smarter Communities
Learning Lab

Roadmap
State Specific Support

Transportation Modernization

Traffic Safety Learning Labs
Transportation Policy Institute
INNOVATION

Electric Vehicle (EV) Regional Workshop
Water Policy Learning Network

Water Policy Institute
Webinar Series

Delaware River Basin Retreats
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2018 -2019 Technical Assistance

Opioids Resiliency Smarter States,
Smarter Communities

Seminar for New Criminal Justice Cybersecurity

Governors Reform

Preventing Targeted

Homeland Security _
Violence

School Safety

\ —|
HOMELAND SECURITY & PUBLIC SAFETY DIVISIOI\NG 34
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Smarter States, Smarter Communities Advisory Group

A

Carnegie Mellon University

A Richard Stafford, Professor, rstaff@andrew.cmu.edu

Crown Castle

A Rebecca Hunter, External Affairs and Strategic
Communications, Corporate Development & Strategy,
Rebecca.Hunter@crowncastle.com

Esri

A Patricia Cummens, Government Strategist,
pcummens@esri.com

Itron

A Robert Borzillo, Vice President of Smart Cities Business
Development, Robert.Borzillo@itron.com

A Dan Pfeiffer, Director of Government and Regulatory
Affairs, Dan.Pfeiffer@itron.com

Keystone Policy Center

A Mallory Huggins, Senior Policy Director,
mhuggins@keystone.org

A Brad Sperber, Senior Policy Director,
bsperber@keystone.org

A MetroLab
A Ben Levine, Executive Director,
ben.levine@metrolabnetwork.org
A SAS
A Kevin McLaughlin, Policy Director, SAS U.S. Government
Practice, Kevin.McLaughlin@sas.com
A SIEMENS

A Tom Phillips, Senior Director, State and Local
Government Affairs, tom.phillips@siemens.com

A T-mobile

A Dan Leary, Senior Manager of Government Affairs,
Dan.Leary@T-Mobile.com

A Russell Sarazen, National Director, State Legislative
Affairs, Russell.Sarazen@T-Mobile.com

A Verizon

A Walter White, Vice President, State & Local Government,
walter.w.white@verizon.com
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NGA Smarter States Learning Lab

Targeted Followdp Technical Assistance

Communities
Working Group
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Roundtable
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Overview of State Goals

Colorado:
Adam Zarrin Policy Advisor, Office of Colorado Governor John Hickenlooper

Nevada:
Tracy LarkirThomason Deputy Director, Nevada Department of Transportation

New Jersey:
Vinn White Senior Policy Advisor, Office of Governor Phil Murphy, New Jersey

North Dakota:
Duane Schell Chief Technology Officer, North Dakota Information Technology Department

Virginia:
Robby DemeriaDeputy Secretary of Commerce and Trade for Technology, Commonwealth of
Virginia
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Welcome from Governor

Bruce Rauner

#SmarterStatesNGA #WeTheStates



GOVERNORS

#SmarterStatesNGA #WeTheStates
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Overview of the Smarter

lllinois Initiative

Kirk Lonbom Chief Information Officer, State of lllinois

Nicholas CosentinpSpecial Projects Manager, lllinois Department of
Innovation & Technology




Smarter lllinois Initiative Projects &

Deliverables

LED Streetlighting
Smart Public Safety
Smart Roads

Speakers

Nicholas CosentinpSpecial Projects Manager, lllinois Department of Innovation
& Technology

Essam EBeik, Telecommunications Consultant, Department of Innovation &
Technology

Matt McAnarney Project Manager for Connected & Autonomous Vehicles, lllinois
Department of Transportation
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Laying the Foundation:
Broadband, 5G Deployment,

and Ensuring Rural Equity

Moderator:Lori Sorenson Chief Networking Officer, lllinois Department of Innovation and
Technology

Jennifer Duane Broadband Program Specialist, BroadbandUSA, NTIA
Walter White Vice President, State and Local Government, Verizon Wireless

Paul Breakman Senior Director, Cooperative Systems, Business and Technology Strategies,
National Rural Electric Cooperative Association

Jannine Miller,Senior Advisor for Rural Infrastructure, U.S. Department of Agriculture
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Laying the Foundation:
Broadband, 5G Deployment,

and Ensuring Rural Equity

Lori Sorenson Chief Networking Officer, lllinois Department of
Innovation and Technology
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BroadbandUSA

Connecting America’s Communities

National Governors Association
Smarter States, Smarter Communities

NGA Learning Lab
Jennifer Duane, Senior Advisor, BroadbandUSA

October 17, 2018
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BroadbandUSA
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The National Telecommunications and Information
Administration (NTIA) advises on telecom policy issues

AExpanding the use of spectrum by all users <%

AEnsuring that the Internet remains an engirz
for continued innovation and economic gro' %3

ASupporting public safety communications
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Connecting America’s Communities

NTlI A0s BroadbandUSA program
facilitates relationships and provides helpful resources

Arm stakeholders with key information
to have more effective discussions
with providers

Convene & facilitate the right
conversations

Provide guidance to stakeholders,
| | partners and providers
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BroadbandUSA

Connecting America’s Communities

Our resources help stakeholders learn, share and implement the benefits of
community connectivity

BroadbandUSA: An introduction to
effective public-private partnerships for
broadband investments

BroadbandUSA: Guide to Federal
Funding of Broadband Projects

SEPTEMBER 2015
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Broadband: ° -
How Does Your FER A
State Match Up?

Broadband is the foundation
for your communicy’s future.

U.S. Broadband
w Adoption Rates by State

Let's bulild it together.
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Connecting America’s Communities

BroadbandUSA also engages communities through
webinars and events across the country
#*

* * | FY18 Events

* * e A Regional conveniragsl workshops

x X AMonthIﬁBroadbandUSA Practical
* Broadband Convelrsati on

* A state Broadband Leaders Summi
ATN and VA Broadbavdrkshops

19
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Connecting America’s Communities

BroadbandUSA: Technical Assistance

: (e.g., RFP Development/Review, Preliminary
Planning Network Design, Asset Inventory)
= : (e.g., Partnership Facilitation, Funding Option
@ Funding Assessments)

. (e.g., Network Design, Regulatory Approvals,
@ ImplementatlonInterconnection, Permitting)

20
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Connecting America’s Communities

Major higkspeed transmission . N «
SEWGINIE  |ines that link smaller networks : ) .
across the country T . . x .

Connection between the
backbone network and local
networks

Middle

Mile

Connection between the local
network and end user homes and
businesses

21
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BroadbandUSA

Broadband Technologies: No Silver Bullets

Application
Technology Backbone Middle Mile Last Mile
Fiber
Aerial Fiber ‘/ ‘/ /
Buried Fiber v v v
CoppeiBased
Coaxial Cable \/ \/
DSL v
Wireless )
Fixed \/ \/
Mobile (4G/5G) v
Satellite \/
Microwave \/ \/

22
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BroadbandUSA

Efforts to expand broadband access are helping, but the
digital divide still persists

10% ofll Americang34 million people) 89@o ofural
Americang23 million people) lack access to broadband speeds

ApproximateAl million childredo not have the bandwidth
needed for digital learning

34% of nometro healthcare facilitiesck sufficient broadband
connectivity for electronic medical records and information exchange

42% percent of public librariesye 10 Mbps or slower
connections

23
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Connecting America’s Communities

Broadband access and use Is critical to the
growth of communities

@ f Up to $600 Per Student Saved Annually Using Digital Resources

@ ‘ Hospital Admissions by */d—lospital Stay by 59%
@ f Home Value by 3.1%

~79% of Unemployed Americans Search for Jobs Online

‘.‘ Annual Median Business Revenue by $300,000
AR SN >
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BroadbandUSA

Connecting America’s Communities

The UrbaiRural Divide in Broadband

ARecent research by the FCC, which defines hg
broadband as 25 Mbps down and 3 Mbps up, !

I 39% of rural Americans, 4% of urban Americ{
lack access

I 34% of nemetro healthcare facilities lack
adequate speeds

I 42% of public libraries have speeds less thari |

10Mbps

123% of schools do no
per student standard, mostly in rural areas

What SPEED Do You Need7
e Internet is vital for commu ully

25




.-llﬁ"”ﬁ@@

BroadbandUSA
Connecting America’s Communities

BroadbandUSAData Collection and Mapping

AcConsolidated Appropriations Act af 20b8ress authorized $7.5M to
update the National Broadband Availability Map in coordination with the FCC

and previous partnerships developed by the States.

I NTIA can acquire, utilize and display availgetyraiata sets to the
extent such data can be used to augment existing data from the FCC, other

Federal government agencies, State government, and the private sector.
The updated map will help identify regions with insufficient service.

I NTIAreleasedkae quest f or Comment , Al mpr ovi
Accuracy of Br o.2ReceivedsBcohwmeants] abi | ity

ANTIA met with many stakeholders about accessing broadband data sets.

ANTIA is planning a phased approach to compiling data for a broadband
availability map.

ANTIA will be working with states that already have collected broadband
availability data or have strong broadband programs.

26



https://www.ntia.doc.gov/federal-register-notice/2018/request-comments-improving-quality-and-accuracy-broadband-availability
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BroadbandUSA

27

Funding Options

Astate Funding

APublic Private Partnerships
AFederal Communications Commission (FC
ANational Science Foundation (NSF)
ADepartment of Transportation (DOT)
ADepartment of Homeland Security (DHS)
AHousing & Urban Development (HUD)
Au.s. Department of Agriculture (USDA)
Au.s. Department of Energy (DOE)

fh Funding

- [Oe-

AEconomic Development Administration (E

\

BroadbandUSA: A Guide to Federal Funding of Broadband Projects



https://broadbandusa.ntia.doc.gov/sites/default/files/resource-files/ntia_guidetofedfunding_062317.pdf
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Connecting America’s Communities

Five categories of federal broadbegidted
funding opportunities

Infrastructure

Deployment

Facilitates the
buildout of
community
connections ar
technology. Th
can include
network cables
facilities and
structural
upgrades.

Planning

Provides
communities
and
municipalities
assistance in
creating regional
improvement
plans directly
incorporating
broadband.

Research

Strives to
improve
research and
data collection
provide new

| knowledge
surrounding
broadband ang
evidence base
solutions.

to

)

Digital Skills

Offers training
maximize patrg
knowledge,
adoption, and
usage of
broadband
capabilities.
Focuses on both
usage and
understanding.

Public
Computer
Access

Targets funding
efforts that
provide public
computer
access to
broadband huk

| as community
centers, schoo
and libraries.

in locations suc¢

S
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BroadbandUSA

Federal Funding Options

AFederal Communications Commission (F€)sal Service Fund

I Connect America Fund (Bagt Program)educes the cost of operating and extending
Infrastructure (both fixed and mobile) to serve consumers and small businesses in
highcost areas.

AFunding recipient must be designated an eligible telecommunications carrier by
relevant state or the FCC.

I E-rate (Schools and Libraries) Prognawides discounts of up to 90 percent for
broadband connectivity to and within elementary and secondary schools and publi

I Rural Health Care Progranbsidizes broadband connectivity for publicpantitnon
health care providers through the Healthcare Connect Fund Program. Funding caj
$400 million per year.

29
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BroadbandUSA

Federal Funding OptioA&xecutive Branch

AUSDA Rural Developnienanages the primary loan and grant programs that support |
broadband deployment.

AOther Federal Agencies have made broadband an allowable expense within their ct
funding streams.

AFunding for broadband infrastructure may be supported by block and formula grants
through programs managed by HUD and the Department of Education.

AThe Economic Development Administration, Appalachian Regional Commission, an
Regional Authority have identified broadband as an eligible expense and a priority f
economic development.

30
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BroadbandUSA

31

Connecting America’s Communities

BroadbandUSA: Federal Funding Guide

AProvideS communities with
Information about federal fundin
for broadband, including:

I Information regarding the purpost

each program
I Potential restrictions on funding
I Rules for eligibility
I Updated periodically

BroadbandUSA: Guide to Federal
Funding of Broadband Projects

SSSSSSSSS
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\ CONNECTING AMERICA'S COMMUNITIES
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BroadbandUSA
Connecting America’s Communities

State Broadband Leaders Network (SBLN)

ASBLN: community of practitioners who work on state broadband initiatives.
AOutgrowth of State Broadband Initiative Program under BTOP.
ANTI A6s BroadbandUSA program coordinat
I Share priorities and best practices;
I Discuss emerging telecommunications policy issues;
I Link states and local jurisdictions to federal agencies and funding sources; and
I Address barriers to collaboration across state agencies.

32
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BroadbandUSA
Connecting America’s Communities

33

SBLN: Who Participaté88 States to Date

ASBLN participants represent a variety of state level offices:

I Senior managers or directors from State Broadband Offices
Geographic Information Services (GIS) offices

Offices of Information Technology (IT)

Public Utility Commissions (PUCSs)

Commerce Departments/Economic Development Agencies
Universities and State Extension Services

Public Safety offices and

Statedesignated third party entities
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BroadbandUSA

State Actions to Spur Broadband Deployment

AMore States are getting involved in supporting broadband deployment and access.
two thirds of states have dedicated offices, programs, or employees focused on bro
I Twentywo states now have si&atel grant programs (some of theseadeenkatching
programs).
(lllinoisif i rst state to become a nNnsmart st

I Nevada On July 1, 2017, enacted SB53 to facilitate broadband expansion by allov

DOT to install conduit and fiber systems in the stafteaygbtgpporting
telecommunications facilities and enabling NVDOT to entepningtgpblitherships

for cooperative fiber and conduit trades.

34
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BroadbandUSA

State Actions to Spur Broadband Deployrferdnts

AColoradd Broadband Deployment Board and associated Broadband Fund provides
Infrastructure grants fortaisti e pr oj ects I n unserved a
Support Mechanism (HCSM) allocates monies originally designated for high cost su
areas subsequently deemed competitive to the Broadband Fund. Nearly $2.4 millior
available for first grant cycle.

AMained Funds community planning and infrastructure grants for broadband projects
underserved areas (<25/3Mbps). Has awarded $11.5M over 11 funding rounds sinc

AMinnesotd As of 2014, grants fund areas without access to 25/3 wireline. Funding tt
annual general fund appropriation ($20M allocated in 2017)

ATennesseé As of 2017, grants fund areas without access to 10/1 fixed terrestrial cor
$25M available ($10M year 1, $15M year 2).

35
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BroadbandUSA

Executive Office Updates

Presidential Actions

AExecutive Order (E.O.) Establishing Discipline and Accountability in the
Environmental Review and Permitting Process for Infrastructure (August
2017)

AE.O. Strengthening Cybersecurity of Federal Networks and Critical
Infrastructure (February 2017)

I Protecting federal networks using the NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

APresidential Memoranh@arecting Interior to make its towers available for
colocation (January 2018)

AE.O. Streamlining and Expediting Requests to Locate Broadband Facilities in
Rural America (January 2018)

THE WHITE HOUSE
WASHINGTON

36



https://www.nist.gov/cyberframework
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Connecting America’s Communities

Broadband Interagency Working Group

Federal Funding
of Broadband

&

Streamlining Federal
Permitting

Leveraging Federal
Assets

5
KNS 2P

csak

%, o
4QCH 3, 4%
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Connecting America’s Communities

BroadbandUSA is available to help states and
communities improv@eirwith broadband access

BBUSA Resources:
AGuide to Federal Funding of R joifer Duane, Senior Advisor

Broadband Projects _ _
A Community Broadband Jduane@ntia.doc.gov

Roadmap Toolkit
Almplementing a Broadband ANew BroadbandUSA website:

Network Vision: A Toolkit for .
Local and Tribal Governments www.BroadbandUSA.ntia.doc.gov

AUsinq Partnerships to Power
Smart Cities

38
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https://broadbandusa.ntia.doc.gov/sites/default/files/resource-files/ntia_guidetofedfunding_062317.pdf
http://www2.ntia.doc.gov/files/ntia_planning_community_broadband_roadmap_051616.pdf
https://www2.ntia.doc.gov/files/implementingnetworkvision_081717.pdf
https://broadbandusa.ntia.doc.gov/sites/default/files/resource-files/smartcities-toolkit_081617.pdf
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Laying the Foundation:
Broadband, 5G Deployment,

and Ensuring Rural Equity

Walter White Vice President, State and Local Government, Verizon
Wireless




SMARTER STATES, SMARTER COMMUNITIES
NGA LEARNING LAB
Chicago, lllinois October 119, 2018

Laying the Foundation: Broadband,
5G Deployment, and

Ensuring Rural Equity

Paul M. Breakman
- Senior Director, Business & Technology Strategies
@ NRECA National Rural Electric Cooperative Association



Thereare 6.3 Milhon:-Electric Cop Households
WITHOUT HIGH SPEED

(B0 Co-op area without access to broadbanc
Co-op service area




KEEP
CALM

THERE

IS NO
INTERNET







Broadband Access Provides Value

$1,950/Household Annually

Lost Value to Electric Co-op Households: $68 Billion (over 20 years)
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The Future IS the Networked Grid
Broadband Backbond BroadbandTo-TheHome

Historically, the electric grid has been a one-way street with energy flowing
from large power plants to utilities, to consumers at the end of the line.




10/1 Mbps Is Not Sufficient for Advanced
Telecommunications Capability

10 Mbps/1 Mbps 25 Mbps/5Mbps 50 Mbps/10 Mbps

Web browsing

Download 100 pg texdoc with graphics WZ sec ﬂ(sec K/ 1 sec
Multi-point vid f ' t '

a1 768 Kbps for group6 W W N4

4 W

/27 min W 14 min
/ 11 min / 6 min
v W

/ 52 “/ 26

/ sec \K/ sec

£ NRECA
Source: "Teehnoloyy & Energy, 2010 Legend ‘(/Good /OK x Bad

VoIP (10 external lines)

Upload videos, presentations (1 GB)
Download higkdef video (2 GB)
Telecommuting

Distance learning

X XX X X<

Telemedicindradiological images, 160 MB)




Broadband Enables

Electric Distribution Optimization

Digital Applications Enhance Controllability of Costs

Application Annual Valuation per Meter (2018)

Distribution Automation $20-$30
Substation Automation $1-$3
AdvancedMetering Infrastructurg AMI) $12-$18
Volt/Var Optimization $14-$29
Demand Management $88$140
Outage Reduction $1-$3
Asset Management $453$85
Distributed Energy Resources (DER) $1-$3



Financing Support for

Electric Co-op Retall Internet

30%
None

25% RUS Loan

20%
State Grant
0
15% ARRA
Stimulus

10%
FCC Schools Other

& Libraries State Loan .

5%

0%

NRECA
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SOME LESSONS LEARNED
FROM CO-OP CASE STUDIES

Ao udzht 2 Riey Al come st Ko S &sarByXifhfapp@ZHY S

Aechnologyiisithe easyapart

AGaiin Wnderstandipng.& Appreciatio fonmarket
Researchwill take youlplaces
Develop & Goemmunicate righthimessage
AEnsuressiafbaretrained.& prepared

ACommunity eventsi& soeiahmedia ishwheredthetaction

happens

D

AExecute FExecute xExecute




Strategic Questions | Ask My Members

AWhat will it take to exceed consumer-member expectations
In a digital world?

AHow can the need for improvements to the communication
Infrastructure also contribute to meeting the needs of the
members and communities?

AWhat role is appropriate for co-ops to take on while they
maintain their focus on delivering electric service?




Thank you!

Call Me Anytime with Questions
MY MOBILE NUMBER
Paul Breakman, NRECA
(202) 306-2758
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Laying the Foundation:
Broadband, 5G Deployment,

and Ensuring Rural Equity

Jannine Miller,Senior Advisor for Rural Infrastructure, U.S. Department of
Agriculture
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Lunch and Presentation:
Security-by-Design

Beau Woods Cyber Safety
Innovation Fellow at Atlantic Council
& CofFounder, | Am The Cavalry
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History of Auto
w0000 Safety

35,000

30,000
25,000 610,000 Lives Saved \,
20,000 30,000 per year lost

15,000
10,000

5,000

1960 1970 1980 1990 2000 =218
0 Ldk
Sour ce: NHTSA Publication 0OLives Saved b Vehicle Saf e96y0 Tteoc h2n0oll206gi es and Associated Federal Mot or Vehi

-=Deaths Lives Saved
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Holding a Miral
to Our Neglect
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Individual Human Lives
- -

 Atlantic Council R0 <5 (RN



Public Safety and Health

m BRITISH NATIONAL

HEALTH SERVICE
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Technology Supply Chair

C®

@ACScowcroft
@iamthecavalry




Public Health Readiness

ACScowcroft
@iamthecavalry
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Global Shipping & Logistics

owcroft
: 1‘.

B =N e ACSc
N T
S Ay







Google Chrome
Linux Kernel 2.6.0
Mars Curiosit

Hubble Telescope

Millions of Lines of Software Code

Modern Carjilll i N N D N D N e e
Facebooki NN e
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Sure

Component
Nearfield
Serial

WHFI

Bluetooth
3G/4G/5G/LTE

Internet




Dependence
Complexity
Vulnerabllity

EXposure
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Nation State
AR AL _\
ARU ANK
AUS Ask

AUK ACN
AFR  AAU
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AHacktivists
ATerrorists
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Willingness




Nation State
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ARU ANK Professional
AUS AsK AExploit Dev  AOperators
AUK ACN ACoders ASocial Bots
AFR  AAU ACriminals AHosting

\ j ADDo0S ARansomware

ABlackhat SEO ABotnets

CapabllitiesS —)

AHacktivists
ATerrorists
ldeological

—

Willingness



Nation State
AlL \

Professional

ANK
ASK
ACN

AAU

v

AExploit Dev  AOperators

ACoders ASocial Bots
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