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History of Auto 

Safety

610,000 Lives Saved

30,000 per year lost







https://intel.malwaretech.com/pewpew.html

Holding a Mirai 

to Our Neglect



Individual Human Lives
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August 2, 2018

Apple became the worldõs 1st 

$1 Trillion company



August 17, 2018

Sixteen year old pled guilty to 

hacking Apple



Forecasted Global 

Cybersecurity Spending, 

2017-2021:

$ 1 Trillion



ONE HUNDRED PERCENT of

companies

will be hacked 

over the same 

time period

FORTUNE
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ÅPenetration Testing
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ÅSecurity Monitoring

ÅThreat Hunting

Åé

ÅEndpoint Security
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Counter-

measures

ÅSecure by Design 

ÅSecure Baseline Configurations

ÅSecure Deployment Guidance

ÅOperating System and Software 

Support Lifetimes

ÅSoftware Updateable

ÅSoftware Ingredients 

or Components List

ÅEvidence Capture and Logging 

Åé
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Connections and Ongoing Collaborations
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All systems fail. What is your ready posture toward failure?
ÎSafety by Design ςAnticipate and avoid failure
Î3rd Party Collaboration ςEngage willing allies to avoid failure
ÎEvidence Capture ςObserve and learn from failure
ÎSecurity Updates ςCorrect failure conditions once known
ÎSegmentation & Isolation ςPrevent cascading failure

https:/ / iamthecavalry.org/5star/
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Great Fire

October 8-10, 1871



Built In vs Bolt On



Traceability & Transparency



Collaboration with Security Researchers







Software Security Updatability

Hardware 

Replacement

Connected

Updates

Remote

Updates

Automatic

Updates

Increasing Agility & Decreasing Cost
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