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History of Auto 

Safety

610,000 Lives Saved

30,000 per year lost







https://intel.malwaretech.com/pewpew.html

Holding a Mirai 

to Our Neglect
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August 2, 2018

Apple became the world’s 1st 

$1 Trillion company



August 17, 2018

Sixteen year old pled guilty to 

hacking Apple



Forecasted Global 

Cybersecurity Spending, 

2017-2021:

$ 1 Trillion



ONE HUNDRED PERCENT of

companies

will be hacked 

over the same 

time period

FORTUNE







Defensible 

Infrastructure

Operational 

Excellence

Situational 

Awareness

•Coordinated 

Vulnerability 

Disclosure

•DevSecOps

• Visible Ops

• Vulnerability 

Management

•Change 

Management

•Egress Filtering

•Network 

Admission 

Control

•…

•Penetration Testing

• Threat Intelligence

•Security Monitoring

• Threat Hunting

•…

•Endpoint Security

• Active Defense

• Intrusion Prevention

• Anti-Everything

•…

Counter-

measures

•Secure by Design 

•Secure Baseline Configurations

•Secure Deployment Guidance

•Operating System and Software 

Support Lifetimes

•Software Updateable

•Software Ingredients 

or Components List

•Evidence Capture and Logging 

•…
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Connections and Ongoing Collaborations
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All systems fail. What is your ready posture toward failure?
« Safety by Design – Anticipate and avoid failure
« 3rd Party Collaboration – Engage willing allies to avoid failure
« Evidence Capture – Observe and learn from failure
« Security Updates – Correct failure conditions once known
« Segmentation & Isolation – Prevent cascading failure

https://iamthecavalry.org/5star/

Automotive
Engineers

Security
Researchers

Policy
Makers

Insurance
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Accident
Investigators

Standards
Organizations

Government
Agencies



Great Fire

October 8-10, 1871



Built In vs Bolt On



Traceability & Transparency



Collaboration with Security Researchers







Software Security Updatability

Hardware 

Replacement

Connected

Updates

Remote

Updates

Automatic

Updates

Increasing Agility & Decreasing Cost
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https://iamthecavalry.org/5starhttps://iamthecavalry.org/oath



Anything sold to the US Government must:

A. Provide a software component list 
Software Bill of Materials or Food Label

B. Disclose known vulnerabilities

C. Be software updateable



Anything sold to the US Government must:

A. Disclose known vulnerabilities

B. Be software updateable

C. Avoid hard-coded credentials

D. Have a coordinated disclosure policy



Code of Practice for 

IoT Security
1. No default password

2. Coordinated Vulnerability Disclosure Policy

3. Keep devices updated



Coordinated Vulnerability Disclosure
• US Department of Commerce, NTIA Template
https://www.ntia.doc.gov/files/ntia/publications/ntia_vuln_disclosure_early_stage_template.pdf

• ISO/IEC 29147 Standard for Vulnerability Disclosure 
https://www.iso.org/standard/45170.html

• ISO/IEC 30111 Standard for Vulnerability Handling Processes
https://www.iso.org/standard/53231.html



Procurement

Guidance

https://www.mayoclinic.org/documents/medical-

device-vendor-instructions/doc-20389647



Software Component Transparency (Software Bill of Materials)
https://www.ntia.doc.gov/SoftwareTransparency

Device Upgradeability and Patching
https://www.ntia.doc.gov/IoTSecurity

Coordinated Security Vulnerability Disclosure
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities

President’s Commission Report on Enhancing National Cybersecurity
https://www.nist.gov/cybercommission


