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Lunch and Presentation:
Security-by-Design

Beau Woods, Cyber Safety
Innovation Fellow at Atlantic Council
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History of Auto
o Safety

35,000

30,000
25,000 610,000 Lives Saved \,
20000 30,000 per year lost

15,000
10,000

5,000

1960 1970 1980 1990 2000 ¥ O
Source: NHTSA Publication, “Lives Saved by Vehicle Safety Technologies and Associated Federal Motor Vehicle Safety Standards, 1960 to 2012” ~

-s=Deaths Lives Saved
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Individual Human Lives

 Atlantic Council R 2



Public Safety and Health

BRITISH NATIONAL
HEALTH SERVICE




Technology Supply Chain
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Public Health Readiness
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Global Shipping & Logistics
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Millions of Lines of Software Code

Modern Car | I N N [ A
Facebook: | [ I A N Ny
Windows Vista | - N A i A N
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Boeing 787 | NN N N [ N S [ Oy
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Google Chrome

Linux Kernel 2.6.0 CO mp | eXIty

Mars Curiosity
Hubble Telescope
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Range

cm

meter

km
Global

ure

Component
Nearfield

Serial

Wi-Fi

Bluetooth
3G/4G/5G/LTE
Internet




Dependence
Complexity
Vulnerability

Exposure
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* Terrorists
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Capabilities m———
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* Exploit Dev

e Coders

e Criminals

* DD0S

* Blackhat SEO

Professional

* Operators

» Social Bots

* Hosting

* Ransomware
* Botnhets

Willingness

* Hacktivists
* Terrorists
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Professional

* Exploit Dev * Operators

e Coders » Social Bots

* Criminals * Hosting

* DD0S * Ransomware

* Blackhat SEQO < Botnets
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Professional

* Exploit Dev * Operators

e Coders » Social Bots

* Criminals * Hosting

* DD0S * Ransomware

* Blackhat SEQO < Botnets
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_ Increasingly Willing
Nation State

Accident
Professional / \
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\ * DD0OS * Ransomware
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*US SK * Exploit Dev * Operators
UK <CN * Coders * Social Bots

*FR <AU e Criminals * Hosting

k j * DD0S * Ransomware

* Blackhat SEQO < Botnets

Typical Defensive Level
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Deterrence
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Known Good Defensive Practices
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August 2, 2018
Apple became the world’s 1st

$1 Tr|II|on company




August 17, 2018
Sixteen year old pled guilty to
hacking Apple

: &
— e
o RSN -

TSRO

‘ P B : (4 3
/ y m 17 1 \




Forecasted Global
Cybersecurity Spending,
2017-2021:;

$ 1 Trillion.
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ONE HUNDRED PERCENT of
companies

FORTUNE will be hacked

over the same
time period

200




For adults, teenagers and children aged five and over

The Food Pyramid

Foods and drinks high in
fat, sugar and salt

=
Q
3
B oy

Maximum once or twice a week

Fats, spreads and oils

Milk, yogurt and cheese

Wholemeal cereals
and breads, potatoes,
pasta and rice

Needed for good health. Enjoy a variety every day.

Vegetables,
salad and fruit




Bones, Gristle
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Stomach Group Intestines Group

2-3 SERVINGS 2-3 SERVINGS
Heart & Lungs Liver Group
Group 2-4 SERVINGS
3-5 SERVINGS

Brain Group

6-11 SERVINGS



Counter-
measures

Situational
Awareness

Operational
Excellence

* Endpoint Security

* Active Defense

* [ntrusion Prevention
* Anti-Everything

* Penetration Testing
* Threat Intelligence
* Security Monitoring
* Threat Hunting

 Coordinated * Vulnerability * Network
Vulnerability Management Admission
Disclosure * Change Control

* DevSecOps Management ...

* Visible Ops * Egress Filtering

Defensible
Infrastructure

* Secure by Design

* Secure Baseline Configurations

* Secure Deployment Guidance or Components List

* Operating System and Software * Evidence Capture and Logging
Support Lifetimes ...

 Software Updateable
 Software Ingredients

C®

@ACScowcroft
@iamthecavalry



Counter-
measures

Situational
Awareness

Operational
Excellence
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Counter-
measures
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A utomotive 5-Star Cyber Safety Framework

All systems fail. What is your ready posture toward failure?

* Safety by Design — Anticipate and avoid failure

* 3" party Collaboration — Engage willing allies to avoid failure
* Evidence Capture — Observe and learn from failure

* Security Updates — Correct failure conditions once known

* Segmentation & Isolation — Prevent cascading failure

Connections and Ongoing Collaborations

s,
(o)

v [
n g L
Security Automotive Policy Insurance Accident Standards Government
Researchers Engineers Makers Analysts Investigators  Organizations Agencies

| Am The Cavalry

https://iamthecavalry.org/5star/










Traceability & Transparency

@

@ Check Calories

®

@ Footnote

Nutrition Facts

Serving Size 1 cup (228g)
Servings Per Container 2

Amount Per Serving
Calories 250  Calories from Fat 110
= = "]

% Daily Value*
Total Fat 12¢g 18%
Saturated Fat 3g 15%
Trans Fat 3g
Cholesterol 30mg 10%
Sodium 470mg 20%
Total Carbohydrate 31g
Dietary Fiber Og 0%
Sugars 5g
Protein 5g

Vitamin A 4%
Vitamin C 2%
Calcium 20%

Iron 4%

* Percent Daily Values are based on a 2,000 calorie diet.
Your Daily Values may be higher or lower depending on
your calorie needs.

Calories 2,000 2,500

Total Fat Less than 65¢g 80g

Sat Fat Less than 20g 25g

Cholesterol Less than 300mg 300mg

Socisa | T, W TaTa n‘Ann ng

=)

Total Carbohydrate 300g 375¢g
Dietary Fiber 25g 30g

Loudspeaker ’—\

Optical Pulse Sensor

Button PCB

Touchscreen / lon-X
Glass

Display Module

\—‘ Force Touch Sensor

Taptic Engine Module

Interconnect PCB A

Wireless
Charging Coil

— | Bluetooth / WLAN Antenna

Digital Crown / Home
Button

Side Button

I NNTLTP 7




Collaboration with Security Researchers




I Am The Cavalry

Five Motivations of
Security Researchers

https://iamthecavalry.org/motivations

s

Pride/Prestige —

Profit/Payment —

Protest/ atriot




@le ‘ T&  DoD’s Vuinerability Disclosure Policy Results

Total valid reports resolved 2’837

High or critical severity vulnerabilities ] [] I]+

Hackersfrom countries including: India, Great Britain,
50 Pakistan, Philippines, Egypt, Russia,
France, Australia and Canada I1ackeroneC
@AC
@ia




Software Security Updatability

Increasing Agility & Decreasing Cost

Base Station Update Recommended

We recommend that you install the
latest software. Do you wish to
install it now?

OK ] [ Ask again nexttime l

Connected Remote Automatic

Updates Updates Ngm;es
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5-Star Framework

Addressing Automotive Cyber Systems

5-Star Capabilities
All systems fail. What is your ready posture toward failure?
* Safety by Design — Anticipate and avoid failure
*%% * 3 Party Collaboration — Engage willing allies to avoid failure
* Evidence Capture— Observe and learn from failure
FUVY * Security Updates— Correct failure conditions once known
* Segmentation & Isolation — Prevent cascading failure

https://iamthecavalry.org/oath https://iamthecavalry.org/5star

Hippocratic Oath

For Connected Medical Devices

Cyber Safety Capabilities What is your ready posture toward failure?

% Cyber Safety by Design — Anticipate and avoid failure
ﬁl) Third-Party Collaboration — Engage willing allies to avoid failure

Evidence Capture — Observe and learn from failure
ﬁ? Resilience and Containment —Prevent cascading failure
Cyber Safety Updates — Correct failure conditions once known




H.R.5793 - Cyber Supply Chain Management and
Transparency Act of 2014

113th Congress (2013-2014)

BILL Hide Overview ¥

Anything sold to the US Government must;

A. Provide a software component list
Software Bill of Materials or Food Label

B. Disclose known vulnerabilities
C. Be software updateable



S.1691 - Internet of Things (loT) Cybersecurity Improvement
Act of 2017

115th Congress (2017-2018) | Get alerts

BILL Hide Overview ¥

Anything sold to the US Government must:

A. Disclose known vulnerabilities
B. Be software updateable

C. Avoid hard-coded credentials
D. Have a coordinated disclosure policy
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Department
for Culture
Media & Sport

Code of Practice for

loT Security

1. No default password
2. Coordinated Vulnerability Disclosure Policy
3. Keep devices updated

NOUAF>7



Coordinated Vulnerability Disclosure

 US Department of Commerce, NTIA Template
https://www.ntia.doc.gov/files/ntia/publications/ntia_vuln_disclosure_early_stage_template.pdf

 ISO/IEC 29147 Standard for Vulnerability Disclosure
https://www.iso.org/standard/45170.htmi

 [SO/IEC 30111 Standard for Vulnerability Handling Processes
https://www.iso.org/standard/53231.htmi
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4. System information:
e List of 3™ Party Software

Provides more granular
information as to how the system
is setup and managed within the
Mayo Clinic environment.

Provide vendor documentation (i.e.
Bill of Materials) for the bulleted
items. Template provided.

T
Deliverable 4 -
System Information T

‘- 7 e List of Accounts
M A O e List of Network Ports
e List of firewall rules (if
applicable)

( LI N I( e Documentation of Security
Capabilities/Configurations
for System Hardening

® Scanning Requirements
5. Vulnerability Assessment,
including:
e Testing Results
e Remediation Tracking
Procurement
Guidance

Provides an in-depth vulnerability
assessment, outstanding
vulnerabilities and appropriate
remediation plans and timelines
to resolve the issues. This
provides Mayo Clinic with
appropriate information on risks
that may be introduced into the
patient care environment and
allows for collaborative mitigation
strategies to be detailed.

Complete a vulnerability assessment
as detailed in the Vendor Assessment
Book (pdf). Once testing is completed,
complete the VA Statement of
Methodology and document findings
and remediation plans in a report.
Example VA Statement of
Methodology (pdf) and Vulnerability
Assessment Template report
provided.

!
J=

Vulnerability
Assessment Book. pdf

|
S

VA Statement of
Methodology - mocku

@j

VA Statement of
Methodology.docx

@j

https://www.mayoclinic.org/documents/medical-
device-vendor-instructions/doc-20389647
—|

Schedule that Supply Chain
Management will negotiate as
part of the purchase contract or
vendor agreements.

Information Security Schedule for
review.

2. Perform review and prepare any
proposed redline items.

3. Provide a vendor contact to the
Mayo proponent for the redlined
ISS negotiation.

Vulnerability
Assessment Template
6. Mayo Clinic Information Provides advanced copy of Mayo | 1. Ensure appropriate vendor @ ]
Security Schedule Clinic’s Information Security internal staff receives Mayo’s
Deliverable 6 -

Information Security !




Software Component Transparency (Software Bill of Materials)
https://www.ntia.doc.gov/SoftwareTransparency

Coordinated Security Vulnerability Disclosure
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities

Device Upgradeability and Patching
https://www.ntia.doc.gov/loTSecurity

President’s Commission Report on Enhancing National Cybersecurity
https://www.nist.gov/cybercommission




