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Holding a Miral
to Our Neglect
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Public Safety and Health
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Technology Supply Chair
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Public Health Readiness
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Google Chrome
Linux Kernel 2.6.0
Mars Curiosit

Hubble Telescope

Millions of Lines of Software Code
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Component
Nearfield
Serial

WHFI

Bluetooth
3G/4G/5G/LTE

Internet




Dependence
Complexity
Vulnerabllity
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Increasingly Willing

Nation State Accident
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Deterrence
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August 2, 2018
Appl e became

$1 Trillion company
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August 17, 2018
Sixteen year oltbled guilty to
hacking Apple
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Forecasted Global
Cybersecurity Spending,
2017 -2021:

$ 1 Trillion.

cccccccccc
aaaaaaaaaaaaa




ONE HUNDRED PERCENT
companies

FORTUNE il be hacked

over the same
time period
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For adults, teenagers and children aged five and over

The Food Pyramid

Foods and drinks high in
fat, sugar and salt
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Maximum once or twice a week

Fats, spreads and oils

Milk, yogurt and cheese

Wholemeal cereals
and breads, potatoes,
pasta and rice

Needed for good health. Enjoy a variety every day.

Vegetables,
salad and fruit
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Stomach Group Intestines Group

2-3 SERVINGS 2-3 SERVINGS
Heart & Lungs Liver Group
Group 2-4 SERVINGS
3-5 SERVINGS

Brain Group

6-11 SERVINGS



AEndpoint Security

C oun te F AActive Defense

Alintrusion Prevention

measures ﬁgnti-Everything

APenetration Testing

Sltu atl()nal AThreat Intelligence

ASecurity Monitoring

Awareness ﬁghreat Hunting

ACoordinated  Avulnerability ~ ANetwork

Operat|ona| Vulnerability Management Admission

Disclosure AChange Control
ADevSecOps Management Aé
Excel Ie nce AVisible Ops AEgress Filtering
: ASecure by Design ASoftware Updateable
Defe NSI b I e ASecure Baseline Configurations  ASoftware Ingredients
ASecure Deployment Guidance or Components List C @
AOperating System and Software  AEvidence Capture and Logging
I nfraStru Ctu re Support Lifetimes Aé gﬁﬁfﬁi’c‘;\?jﬁy
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A utomotive 5-Star Cyber Safety Framework

All systemsfail. What is your ready posture toward failure?
| Safety by Design ¢ Anticipate and avoid failure
3'd Party Collaboration ¢ Engage willing allies to avoid failure
Bvidence Capture ¢ Observe and learn from failure
Security Updates ¢ Correct failure conditions once known
Sgmentation & Isolation ¢ Prevent cascading failure
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Connections and Ongoing Gollaborations

® 9. o

D =0 won’ She gedh
. WY, Lol dadll
Security Automotive  Policy Insurance Accident Sandards Government
Researchers Engineers Makers  Analysts Investigators  Organizations Agencies

| Am The Cavalry

https.//iamthecavalry.org/ 5star/










Traceability & Transparency

@

@ Check Calories

®

@ Footnote

Nutrition Facts

Serving Size 1 cup (228g)
Servings Per Container 2

Amount Per Serving
Calories 250  Calories from Fat 110
= = "]

% Daily Value*
Total Fat 12¢g 18%
Saturated Fat 3g 15%
Trans Fat 3g
Cholesterol 30mg 10%
Sodium 470mg 20%
Total Carbohydrate 31g
Dietary Fiber Og 0%
Sugars 5g
Protein 5g

Vitamin A 4%
Vitamin C 2%
Calcium 20%

Iron 4%

* Percent Daily Values are based on a 2,000 calorie diet.
Your Daily Values may be higher or lower depending on
your calorie needs.

Calories 2,000 2,500

Total Fat Less than 65¢g 80g

Sat Fat Less than 20g 25g

Cholesterol Less than 300mg 300mg

Socisa | T, W TaTa n‘Ann ng
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Total Carbohydrate 300g 375¢g
Dietary Fiber 25g 30g
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Collaboration with Security Researchers




I Am The Cavalry

Five Motivations of
Security Researchers

https://iamthecavalry.org/motivations
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Pride/Prestige —

Profit/Payment —

Protest/ atriot




@le ‘ T&  DoD’s Vuinerability Disclosure Policy Results

Total valid reports resolved 2’837

High or critical severity vulnerabilities ] [] I]+

Hackersfrom countries including: India, Great Britain,
50 Pakistan, Philippines, Egypt, Russia,
France, Australia and Canada I1ackeroneC
@AC
@ia




Software Security Updatability

Increasing Agility & Decreasing Cost

Base Station Update Recommended

We recommend that you install the
latest software. Do you wish to
install it now?

OK ] [ Ask again nexttime l

Hardware Connected Remote Automatic
Replacement Updates Updates NG es
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