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CESER Overview

Mission: To enhance the security of U.S. critical energy infrastructure to all hazards,
mitigate the impacts of disruptive events and risk to the sector overall through
preparedness and innovation, and respond to and facilitate recovery from energy
disruptions in collaboration with other Federal agencies, the private sector, and State,

local, tribal, and territory governments.

Evolving Threats to Critical Infrastructure
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Extreme Accidents and Cyber Act of Pandemics
Weather Technical Failures Threats Terrorism

U.S. DEPARTMENT OF | OFFICE OF

EN ERG Cybersecurity, Energy Security,
and Emergency Response




CESER Preparedness and Emergency Response

Preparedness Response & Recovery
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Coordination with Federal Interagency, Regional, State and Industry Partners

Sector Specific Agency / SRMA ESF #12

A P-®®Preparedness A P-#PAD Response

A P-PLD Infrastructure A National Response Framewor |
A P-®LD Cyber A Stafford Act
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CESER Collaboration Across the Energy Sector

State, Local, Tribal, and
Territorial (SLTT)
Government Coordination

NASEO=

National Association of
State Energy Officials

- NGAs>

{“\\ NATIONAL GOVERNORS ASSOCIATION

NCSL

AMERICAN

PUBLIC
POWER

ASSOCIATION

,/‘WN

& ESCC

Electricity Subsector
Coordinating Council

Utility and trade CEOs and
CISOs/CIOs

Coordinate efforts to prepare
for and respond to nationa
level disasters or threats to
critical infrastructure.

Purpose

Avisionand Planning
AThreat Information Sharing

AlndustryGovernment
Coordination

AResearch & Development
ACrossSector Liaisons

Working

Groups

Purpose

Working

Groups

OIL AND
NATURAL GAS

A COORDINATING
@ counci

Oil & natural gas trade
associations and their
members

Coordinate security strategies,
policy, and communications
across the sector to support
the nati onds s

ACyber

Alnformation Sharing
AEmergency Management
ALaw Enforcement Engagement
APipelines




Stakeholders in Energy Security, Preparedness and Respons

DOE and
other Public Utility State

Federal Commissions Legislatures
Agencies

Local State Energy
Governments Offices
Energy
Owners and
Operators
(Electricity
and ONG)

Governao Other State
Offices Governments

Tribal
Governments

Emergency
Management
Agencies
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Preparedness and Response Resources

DOEEAGLEI Tool GridEx VI

DOE EnergyWaiver Library - 8. 20
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https://www.energy.gov/ceser/energy-waiver-library
https://eagle-i.doe.gov/login
https://www.nerc.com/pa/CI/ESISAC/Pages/GridEx.aspx
https://atlas.eia.gov/pages/d1f187a641e04c7f83719d9647504757
https://www.nga.org/webinars/nga-naruc-gridex-vi-webinar/

Prioritizing Updates to Energy Plans

Oregon Fuel Action Plan

Coordinating:
Department of Commerce Energy Division, State Energy Office
Primaries:
Department of Commerce Energy Division, State Energy Office
Supporting:
Utilities & Transportation Commission {UTC) Department of Enterprise Services [DES)

Assurance Plan
for Puerto Rico

Purpose
This document is a supporting annex of the Washington State Comprehensive Emergency
Management Plan (CEMP) and operates in conjunction with all its annexes. ESF 12 provides for
the effective use of available electric power, natural gas and petroleum products required to
meet essential needs and to facilitate restoration of energy systems affected by an emergency
or disaster by orchestrating the Energy stakeholders, activities, and services provided under the
primary Core Capability of Infrastructure Systems. Additionally, ESF 12 supports the following
Core Capabilities based on intersecting activities with other ESFs: Operational Coordination,
Logistics & Supply Chain Management, and Situational Assessment.
ore Capability
Stabilize critical infrastructure functions, minimize health and safety
Infrastructure - .

threats, and efficiently restore and revitalize systems and services to

Systems . o .
support a viable, resilient community.

5 art C

Operational Establish and maintain a unified and coordinated operational structure and

P n process that appropriately integrates all critical stakeholders and supports
Coordination .

the execution of Core Capabilities.
Deliver essential commedities, equipment, and services in support of
Logisties & impacted communities and survivors, to include emergency power and

U1 T fuel support, as well as the coordination of access to community staples.
[NENETTO T T Synchronize logistics capabilities and enable the restoration of impacted

apabilities

Plan, Prepare, Respond, & Recover
From Severe Fuel Shortages

DEPARTMENTOF ECQNOMle supply chains.
DEVEL‘ ’MENT AND MMERCE OREGON SRR Frovide all decision makers with decision-relevant information regarding
DEPARTMENT OF i
—~—— the nature and extent of the hazard, any cascading effects, and the status
% ENERGY Assessment I response.
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Cybersecurity Preparedness Checklist

NGA Cybersecurity
Governing BodiesReport

V Consider cybersecurity in althazard
energy security planning

A Clarify state agency roles and
responsibilities for cybersecurity

A Designate a Cybersecurity lead Addressing Cybersecurity for Critical Energy

Infrastructure through State Governing Bodies

Enhancing Energy Sector

A Train staff to be aware of cybersecurity i 3 Energy Sect
H L N Executive Summar ypersecurity: Pathways ror
best practices, specifically avoiding ) e e v st e e o o o s State and Territory Energy Offices
osocial engineeringo vt ameaors ke o . g s Dot
_ _ ssscind g g g el foiioc
A Collaborate with your State: Information iy ol aicspegpwomogrlc oyl b il aploeiens
. . . bodies that support critical infrastructure cybersecurity, with a focus on the energy
Security Officer, Homeland Security sectr
Advisor and Public Utility Commissioners
A Expand state level information sharing . GOVERNORS NASEO CybersecuriyReport

Experts Roundtable on Addressing Foreign Influence
Threats in U.S. Critical Energy Infrastructure Sectors
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https://www.nga.org/center/publications/addressing-cybersecurity-for-critical-energy-infrastructure-through-state-governing-bodies/
https://www.naseo.org/data/sites/1/documents/publications/Final%20NASEO_Cybersecurity%20Report%20(062020).pdf

State Energy & Resilience Checklist

Prioritize updates to energy plans and reach out to relevant agencies to ensure alignment with broader state
emergency plans.

A Understand your stateds energy | andscape
A  Evaluate risks and hazards to energy infrastructure

ldentify and maintain good working relationships with private & public energy sector contacts

Convene stakeholders across state agencies to leverage FEMRuilding Resilient Infrastructure and Communities
(BRIC) grant program funds for energy-specific hazard mitigation projects

Ensure your state has designated Energy Emergency Assurance Coordinators (EEAC)

Revi ew DOE &sergu\padiex tilwadyand SLTT ProgramResource Library

Familiarize yourself with your Go v e r anergy@mergency response authorities and crisis communications
strategy

Participate in GridEx VI

Visit CESERVebsite and Hurricane Hub for DOE Situation Reports @during an emergency) EﬁETMREEF Cybersecurity, Energy Securty
and Emergency Response



https://www.fema.gov/grants/mitigation/building-resilient-infrastructure-communities
http://www.energy.gov/ceser/energy-waiver-library
https://www.energy.gov/ceser/sltt-program-resource-library
https://www.nga.org/center/publications/executive-authority-during-energy-emergencies-a-road-map-for-governors/
https://www.nga.org/wp-content/uploads/2018/10/Governors-Office-Onboarding-Guide-Communications1.pdf
https://www.nerc.com/pa/CI/ESISAC/Pages/GridEx.aspx
https://www.energy.gov/ceser
http://www.energy.gov/ceser/hurricane-hub

CESER Contact Information

Kate Marks
Deputy Assistant Secretary, ISER

Kate.Marks@hg.doe.gov
202-586-9842

WWW.energy.gov/ceser

Brandi Martin

Program Manager
Brandi.Martin@hqg.doe.gov
202-586-7983

Jason Pazirandeh
Energy Sector Specialist
Jason.Pazirandeh@hq.doe.gov
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mailto:Kate.Marks@hq.doe.gov
mailto:Brandi.Martin@hq.doe.gov
mailto:Jason.Pazirandeh@hq.doe.gov
https://www.energy.gov/ceser/ceser-mission

Energy Emergency Assurance Coordinator Program

, vy

A EEAC Program is a cooperative effort between DOE CESER,
NASEO, NGA, NARUC & NEMA

Communicate

A State designates primary and secondary contact(s) for each
sector (petroleum, electricity, natural gas) in the event of an
energy emergency

A Provides credible, accurate, and timely source of information
and updates on actions taken

A Goal is to improve information -sharing and communication
and lower response times

A See:Guidance on Reviewing and Updating EEAC Contacts
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https://www.naseo.org/Data/Sites/1/documents/energyassurance/eaguidelines/guidance-for-the-review-and-updating-energy-emergency-assurance.pdf

